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ABSTRACT 

The more interconnected and complex our systems of critical infrastructure become, the 

more they are vulnerable to states and non-states actions. Cyber capabilities, both offensive and 

defensive, have become of critical importance to all players in the international system. As a target, 

these capabilities could be used against social, economic and military stability without employing 

brute force. Even though the world has not witnessed a direct cyber-war, multiple computer 

network attacks have taken place affecting locations all around the globe. These events give rise 

to an important question: how catastrophic could a larger cyberattack be in the age of technological 

prevalence. Using public domain information, this research will therefore consider Societal 

Collapse as the most transcendental outcome of a major cyber-attack; considering the higher 

dependence by financial and energetic sector on the complex cyber-systems. An attack could 

generate a massive effect of disruption, uncertainty, panic, instability among individuals and 

organizations inducing global instability. 

Key words: Cyberattack, Critical Infrastructure, Interconnectivity, Complex Systems, 

Cascading Failure, Social Collapse.  

 

Cuanto más interconectados y complejos se convierten nuestros sistemas de infraestructura 

crítica, más son vulnerables a los ataques de Estados y organizaciones criminales o terroristas. Las 

capacidades cibernéticas, tanto ofensivas como defensivas, han pasado a ser de importancia crítica 

para todos los actores del sistema internacional. Como blanco de ataque, estas capacidades podrían 

ser usadas contra la estabilidad social, económica y militar sin emplear la fuerza bruta. A pesar de 

que el mundo no ha sido testigo de una ciber-guerra directa, múltiples ataques de la red de 

computadoras han tenido ocurrido afectando diferentes lugares alrededor del mundo. Estos 

acontecimientos dan lugar a una pregunta importante: ¿Cuan catastrófico podría un ataque 

cibernético mayor en tiempos la tecnología prevalece? Usando información de dominio público, 

esta investigación considerará el colapso social como el resultado más trascendental de un ataque 

cibernético importante; Considerando la mayor dependencia del sector financiero y energético en 

los complejos ciber-sistemas. Un ataque podría generar un efecto masivo de interrupción, 

incertidumbre, pánico, inestabilidad entre individuos y organizaciones, lo que induciría a la 

inestabilidad social global. 

Palabras clave: Ataque cibernetico, Infrastructura Ciritica, Interconectividad, Sistemas 

complejos, Fallo en cascada, Colapso Social.  



- 5 - 
 

ACKNOWLEDGEMENT 

 

Firstly, I would like to express my immense gratitude to my advisor Dr. Maurizio 

Tinnirello, for his continued support and inspiration in the pursuit of excellence and innovative 

knowledge throughout my undergraduate studies; and particularly for his dedicated involvement 

and patience in this research process. 

 Most importantly, none of this could have happened without the permanent backing of my 

parents throughout my academic career, they have been my moral and spiritual support. A special 

thanks to my mother, whose immense love and effort have constantly motivated me to overcome 

difficulties and achieve my goals. 

 I would also like to take this opportunity to thank someone who has offered me their 

warmth and expertise in their personal and professional support. Kiowa Pratt, whose particular 

guidance and involvement in this research has been invaluably constructive. Her sudden and 

fortunate participation in this process has proven to be a cherished contribution and has served to 

inspire me towards my goal of producing academic work in my second language. 

 

 Thank you for all of your encouragement. 



1 
 

INTRODUCTION 

 

Every 28th of June, Ukrainian citizens prepare to commemorate the anniversary of the 

signing of the first constitution as an independent and free nation. The twenty-first celebration was 

no exception; fireworks and drumming performances were ready to begin the celebration. 

However, something unusual altered the regular schedule a couple of days before. The Ukrainian 

Central Bank, government departments, the Boryspil and Kyiv International Airports as well as 

metro and ATM services in Kiev were temporarily paralyzed. Just a few kilometers from the 

capital, in Chernobyl, radiation had to be monitored manually like it had been in the 20th century 

because the software that is responsible for that task stopped working (Perlroth, Scott and Frenkel, 

2017). A ransomware1 shut down the systems of several governmental and private institutions in 

the country before it spread to more than 100 countries, affecting various industries and their 

engineering abilities, and the encryption of their digital financial data. These circumstances 

demonstrate how digital data has become the most valuable asset in the modern age and the most 

vulnerable one (The Economist, 2017).  The modern society has evolved alongside an increasing 

dependence on big data technologies.  

 Basic resources, such as water and electricity, come directly into thousands of households 

all around the world thanks to an array of engineering systems controlled by computers. 

Considering this, today, civilization is not prepared to survive if deprived of such cyber-

mechanisms. By examining previous real cyber-attacks and reports of prospective outcomes of 

major attacks this research aims to answer how a cyberattack can disturb global critical 

infrastructures, what could be the scope of a major cyber disruption, and could its effects generate 

a social collapse?  The hypothetical answer for these research objectives is that in fact, attacking 

the vulnerabilities of global critical infrastructures through cyberspace can create social collapse. 

This could validate the premise that cybersecurity must be a priority in the defense systems of all 

nations, private sectors, and international community.  

                                                           
1 A ransomware is a computer virus that impedes the access to digital data. The virus uses to encrypt or delete the 

information in exchange for a ransom, which frequently must be paid with digital currencies such as bitcoins. Zetter 

(2017) explains: “The digital extortion racket is not new—it’s been around since about 2005, but attackers have greatly 

improved on the scheme with the development of ransom cryptware, which encrypts your files using a private key 

that only the attacker possesses, instead of simply locking your keyboard or computer.” 
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Justification 

Many researches have embraced cyber as a critical topic within international and domestic 

security. It has become an interdisciplinary concern and a priority for governments, and private 

sectors (Clemente, 2013, p.1). Cyber has evolved rapidly during the last decade, and society has 

taken incredible benefits for its advances, using it in thousands of goods and services. There has 

been a big discussion of how the positive aspects of cyber have turned into vulnerabilities: 

“Humanity has benefited from this evolution, but the current cyber threat-scape has many officials 

worried about the potential of extremist organizations conducting offensive operations in the cyber 

domain.” (Sin, Blackerby, Asiamah and Wasburn, 2016, p.82). Tackling this issue from the 

academic field has become significantly important in universities and think tanks around the world, 

and is represented by the increase of research papers and journals focused on cyber-themes 

interrelated with policy and social sciences. Regardless of the emerging popularity of this concern 

among scholars, still, there are a large number of related topics that have not had enough research 

attention due to the complexity and secrecy surrounding the cyber-themes (Goldstein, 2013, 

p.122). 

Hence, the following research is pertinent in order to contribute to innovative approaches 

regarding the consequences of long term cyberattacks. Cyber has transformed into a threat to 

modern societies that have relied on technologies for most of their daily life tasks. For this reason, 

as student of international relations who has grew up in a globalized and technologized 21th 

century, I considered cyber as an essential and ubiquitous element of my life. All that may affect 

this large system that is cyber, could have direct or indirect consequences on the society that 

surrounds me.  Although this topic has conquered the discussion in engineering and military fields, 

it needs to spread to several disciplines that are or can be directly and dramatically affected by 

such realities. For example, International relations “… is currently lagging behind enormous 

evolutions in the reality of conflict and competitive relations among major actors of the changing 

international system.” (Kremer and Müller, 2014, p.6). The international relations field is the 

academic branch which must foment and lead the dialogue on international law on cyberspace, 

theoretical approaches and doctrines of cyberspace within international conflicts, the role of cyber 

capabilities in contemporary deterrence strategies, as well as misinformation and propaganda 
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through cyber-realms, in order to prevent the proliferation of cyber as an instrument of national 

destabilization. 

Methodology 

The investigation will follow a qualitative research method, based on an interpretative 

paradigm, being correlative and longitudinal. In this method, the researcher examines the 

observable world following a theory coherent with the data, which delimits the approach of 

analysis and addresses conclusions (Jaramillo and Ramirez, 2010, p.297). The techniques of 

information gathering for this research are document revisions and no-structured observation 

(identification of events without particular techniques). It is a correlational research which has a 

specific “… purpose to study the relation among two or more concepts or variables” (p.247). As 

this type of research has some level of descriptive and explicative value, it will be essential to 

contextualize the cyber realm. The following research is not experimental, due to the inability to 

manipulate units and environments in order to analyze effects. Hence, the phenomena studied here 

have been limited to the observation of real facts and their consequences. “In the no-experimental 

research there is not intentional manipulation nor random assignation” (p.275).  

This research has been designed longitudinally and inductively, it means that the 

information gathering is not limited in a precise moment, instead, the data has been collected from 

different moments throughout the 21th century, therefore, the results emerged from the inferences 

of determinants and consequences. An inductive methodology aims “…to establish universal 

statements from experiences, this is, ascend logically through the knowledge” (p.286). Therefore, 

the information collected has been analyzed in-depth and has been described to create a new 

conclusion. The logical sequence followed was: first, an observational phase and registration of 

facts; second, the analysis and characterization of previous data in accordance with its qualities; 

and finally, a phase focused on the creation of announcements deducted by the research process. 

(p.287). 

Structure 

The upcoming section aims to contextualize the reader conceptually and historically. Due 

to the recent academic development in this field, a brief approach to basic notions about cyber in 

the pursuance to eliminate ambiguities in concepts and scopes is necessary. Subsequently, the 
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literature review is a brief array of documentation regarding cyber weapons, attacks, and 

discussions regarding this topic within International Relations. Preceding the core of the thesis, 

the theoretical framework is explained, which underpins the entire analysis and argument.  

 The core content of the research is divided in three chapters. The first one is dedicated to 

examining real cyberattacks targeting infrastructure priorities for defense departments due to their 

importance as indispensable facilities for society`s survival, such as water services, power grids 

and/or financial markets. This section has been created with the purpose of highlighting the very 

real threats to the world’s cyber systems, which can affect the whole global system, and alter 

international security relations. The next section will tackle studies and reports regarding 

prospective scenarios of major cyberattacks, showing the social and economic effects in the short 

and long term. This will give way to the last section of the core of the thesis regarding social 

collapse as a plausible and realistic scenario created by the systematic failure of critical 

infrastructures triggered by cyberattacks. The conclusion will provide a brief analysis of the 

aforementioned research in order to affirm or deny the proposed hypothesis. 
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CONCEPTUAL FRAMEWORK 

Cyber 

New concepts have emerged to encompass the complexity and increasing integration of 

data in an immense digital network, the most accurate being: cyberspace. This concept 

encompasses physical and algorithmic elements (hardware and software). Cyberspace may be 

better defined as “[t]he global domain within the information environment consisting of the 

interdependent network of information technology infrastructures, including the internet, 

telecommunications networks, computer systems, and embedded processors and controllers” 

(Singer and Friedman, 2014, p.13). In cyberspace, social interactions are ubiquitous and 

increasingly interdependent. 

 Cyberspace is an evolving structure where offensive and defensive operations are 

conducted. The concept of cyberwarfare involves the new strategies and a new battlefield related 

with digital data. According to Shakarian, P., Shakarian, J. and Ruef (2013), cyberwarfare can be 

understood as “… an extension of policy by actions taken in cyber space by state or nonstate actors 

that either constitute a serious threat to a nation’s security or are conducted in response to a 

perceived threat against a nation’s security.” (p.2). 

The instruments used to conduct attacks through cyberspace are an amalgamation of kinetic 

weapon features and the cyberspace nature. As stated by the North Atlantic Treaty Organization, 

NATO, in Tallinn manual 2.0 on the international law applicable to cyber operations (2017), 

cyberweapons are “… cyber means of warfare that are used, designed, or intended to be used to 

cause injury to, or death of, persons or damage to, or destruction of, objects, that is, that result in 

the consequences required for qualification of a cyber operation as an attack” (p.452). The 

conceptualization of cyberweapons has evolved along with the evolution of their scope and effects. 

Offensive actions through cyberspace can be triggered pursuing information theft, 

manipulation, encryption, disruption, espionage, along with others. Lin defines cyber-attacks as 

“…the use of deliberate activities to alter, disrupt, deceive, degrade, or destroy computer systems 

or networks used by an adversary or the information on programs resident in or transiting these 

systems or networks. The activities may also affect entities connected to these systems and 

networks.” (p.478). The objective of a cyberattack is usually to search  and damage hardware 

through altering or destroying  its  software, it may affect computers and the  equipment they 
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control and/or communication networks and operability of multiple systems that depend on the 

targeted digital data. Affecting the physical world is the ultimate goal of a cyberattack. 

Critical Infrastructure 

For the purpose of this research, critical infrastructure will be defined using the description 

provided by the official website of the Department of Homeland Security of the United States as 

the structure that "…provides the essential services that underpin… society and serve as the 

backbone of our nation's economy, security, and health. We know it as the power we use in our 

homes, the water we drink, the transportation that takes us everywhere, the stores we shop in, and 

the communication systems we rely on to stay in touch with friends and family." (2017) Here it 

must be clarified that due to the ‘internationalization’ of services, critical infrastructures are not 

merely linked to national sovereignty, but also, to private and non-governmental sectors. Critical 

Infrastructures include the following sectors; chemical, commercial facilities, communications, 

manufacturing, dams, defense, emergency services, energy, financial services, food and 

agriculture, government facilities, healthcare, information, nuclear reactors and weapons, 

transportation, and water systems. 
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HISTORICAL BACKGROUND 

Evolution of cyberattacks through history in International Relations 

 

This section presents an array of chronological events, which contextualize the origin and 

evolution of cyberspace as a domain where mass disruption can take place. The content has been 

focused to the implications of cyberspace within conflicts in the international system.  

The Morris worm of 1988, was one of the first viruses spread through the Internet. The 

impact was limited to a few organizations within the United States and days later the whole system 

was operational again. However, for first time in history the internet network was disrupted for a 

couple of days; fortunately, just a few communications through the network were temporally 

paralyzed (Denning, 1989, p.2). The consequences were minor, given the few public, private, and 

civil use of digital networks at the time. The worm breached the security and stability of one of 

the most important inventions of that time: the worldwide system of the Internet, showing how 

vulnerable the system was. At that moment, it was not imaginable to consider the future of the 

Internet and how it was going to become the most revolutionary system for every sphere of human 

life.  

The absent use of kinetic weapons during Cold War motivated strategists, policy-makers, 

and militaries to consider new battlefields, armament, and targets. Schelling wrote in 1966, 

“[m]ilitary technology that puts a premium on haste in a crisis puts a premium on war itself… If 

the weapons can act instantaneously by the flip of a switch, a ‘go’ signal, and can arrive virtually 

without warning to do decisive damage, the outcome of the crisis depends simply on who first 

finds the suspense unbearable.” (as cited in Goldstein, 2013, p. 127). The information technology 

race began, the proliferation of a series of networks expanded all around the world. The Advanced 

Research Projects Agency Network, ARPANET, determined the future of data storage and 

transmission. The project that gave origin to internet remained in a computer laboratory until it 

was implanted in private and public institutional programs, and social structures. As Rogers (1998) 

explains, “[t]hese movements portray a vision of a new social order brought about by computers 

and communications systems” (p.214). When ARPANET system technology went into the outer 

world, the defense department data transfer became a network available for societal interests and 

interactions, it erased the border among military and civil networks.  
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In the last ten years, cyberattacks have increased in their capacity and scope. Several 

cyberoperations developed into serious concerns for national security. During the spring of 2007, 

numerous Estonian organizations’ websites including, banks, government departments, and 

private enterprises were disabled for hours, as well as part of the civil internet network. Such events 

brought about thousands of malicious transmissions, apparently from Russian hacker groups, 

through grassroots and rented grids (Shakarian et al., 2013). This episode motivated the 

consolidation of an international legal corpus regarding cyberwar, such as the Tallinn manual on 

the international law applicable to cyber operations.  

Years later in 2010, a malicious software guided and installed by Israel in cooperation with 

the United States, dismantled the Iranian nuclear reactor of Bushehr. The software remained 

moving to different hardware through worldwide networks without prompt, being present for 

years, waiting for the trigger order. The cyberattack was targeted to affect the control programs of 

critical infrastructures in Iran and be undetected until the whole operation was finished (Kerr, 

Rollins, and Theohary, 2010). Another striking cyber-operation was conducted during the 

Ukraine-Russia war in 2015. The attack got simultaneous access to different energy companies in 

the region. “The Ukrainian incidents affected more than 225,000 customers in three different 

distribution‐level service territories and lasted for several hours. These incidents should be rated 

on a macro scale and as low in terms of power system impacts as the outage affected a very small 

number of overall power consumers in Ukraine and the duration was limited. In contrast, it is likely 

that the impacted companies rate these incidents as high or critical to the reliability of their systems 

and business operations” (Lee, Assante, Conway, 2016). Due to the scarce automatization of 

Ukrainian critical infrastructures, the problem was quickly overcome using manual control 

systems that reduced the range of space and time of the attack. With this attack, Russia took a 

stand as one of the most cyber powerful countries along with the United States and China. By this 

time, the initial cyberattacks grew into large threats to civil, military, and governmental security, 

particularly to infrastructure providers and essential services. 

 Most recently, one of the major clearinghouses in the U.S., Equifax, was victim to a large 

cybersecurity breach. This company contains personal identification information of clients from 

Canada, England, and the U.S. The hack stole sensitive data such as credit card numbers, social 

security numbers, and home addresses from millions of clients. Such information can be 
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particularly used for identity fraud (Timberg, C., Dwoskin, E., and Fung, B., 2017). The breach 

could have begun in May and its presence was only discovered in July but there is not a certainty 

of how the attack was launched and if it is still within the network. Currently, the threats towards 

digital data ranks within the top risks of modern society (World Economic Forum, Global Risks 

Report, 2017). Cyberweapons have evolved to be weapons of mass disruption, capable of 

paralyzing entire systems and generating serious societal destabilization. 
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LITERATURE REVIEW 

 

This section will review the literature that influences, contributes and contextualizes the 

main argument of this research. The sources used have been taken from security think-tanks, 

journals, international conferences and organizations, scholarly sources, and private security 

companies’ reports. Accordingly, this section will introduce the field of cyberspace, the concept 

definition and its origin, as well as an approach to the multiple academic fields that have analyzed 

the topic in depth. Cyber systems have been integrated to the critical infrastructure, therefore it is 

necessary to do the proper conceptualization to clarify its relation with the research. Multiple 

institutions (e.g. Lloyd’s of London, the Cambridge Centre for Risk Studies and the North Atlantic 

Treaty Organization) have analyzed how vulnerable these systems have become to cyber-attacks, 

threatening social stability. For this reason, public and private sectors have advanced in the 

generation of white2 and green3 papers that promote new lines of action to be considered in future 

securitization schemes created by the academy and defense departments. Finally, the literature 

examines social collapse as the largest plausible outcome of a major disruption of critical 

structures. This scenario will be studied under the theoretical approaches of global systemic 

failures. 

Contextualizing the cyber-issue 

The issue of why we should care about cyber is an issue that the world began wondering 

after the Cold War. According to Singer, Friedman, (2014) and Gaitan (2012), the increasing 

dependence on information technology (IT) transforms businesses, military sectors, distribution 

networks, factories, and even worldwide democracy. This information is generated, shared, and 

stored thanks to computer data (software) and machinery (hardware). All this is called cyber, that 

can be understood as “…the global domain within the information environment consisting of the 

interdependent network of information technology infrastructures, including the internet, 

                                                           
2 A white paper is a detailed report by an authoritative organization, this document explains an issue under the 

organization’s perspective and philosophy. It also “…explains the results, conclusions, or construction resulting from 

some organized committee or research collaboration or design and development effort” (TechTarget, n.d.) 
3 A Green Paper is a” … consultation document issued by the government which contains policy proposals for debate 

and discussion before a final decision is taken on the best policy option.” (BBC, 2008) 
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telecommunications networks, computer systems, and embedded processors and controllers” 

(Singer and Friedman, 2014, p.13). 

The introduction of this logic from the military (ARPANET) to financial (digital assets) 

and private entities that are considered critical for national stability transformed these technologies 

in a new battlefield that transcends geopolitical limits, and that threatens the sovereignty. Gaitan 

(2012), adopts a military approach throughout his book The Cyberspace: A New Battlefield for the 

Armed Conflicts in the XXI Century pointing out that “…societies that have been built on the 

dependence of computer networks and cyberspace for their standard activities have increased their 

levels of defense and security vulnerability, whereas that factor can be exploited by the enemy in 

order to be able to attack the networks of command and control of a number of public services to 

the point of sowing chaos and implant a degree of demoralization so that a country disintegrates 

psychologically and materially” (p.24).  

Several institutes, public and private, began analyzing the graveness for security, in centers 

such as the Institute for National Security Studies in Israel, the Spanish Institute for Strategic 

Studies in Madrid, The Belfer Center for Science and International Affairs in the U.S., the 

Stockholm International Peace Research Institute in Sweden, just to mention a few. An article 

published in 2013 by the Journal of Military and Strategic Affairs by Guy-Philippe Goldstein, 

outlines the main characteristics of cyberspace to be considered “… a domain of strategic 

importance” some of his arguments are the immediate results – low price of access and the enemy’s 

anonymity due to the nature of cyberspace and the global network where it is executed. For 

Goldstein (2013), the Cyber represents an offensive advantage and a vulnerability for defense; the 

higher technological interdependence the target has, the more exposed it is to an attack. The main 

discussion in Goldstein’s paper is the lack of academic documentation to generate a deterrence 

analysis in this emerging conflict. However, this is not the matter in this research, nor the literature 

referred to cyberwarfare doctrine, nor security dilemmas. 

The innate characteristics of cyber-capabilities make it easier to be executed by small 

organizations or even individuals. It can exponentially increase the number of players and forces 

for the restructuring of security frameworks. In the book Cyberspace and International Relations, 

Kremer and Muller (2014) argue “…the need for a more holistic framework that does not mix up 

different dimensions in a single categorization, limit the parties involved to an attacking and a 
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defending one and make a priori assumptions about their respective relations.” (p. 45). In their 

chapter titled SAM A Framework to Understand Emerging Challenges to States the authors suggest 

five different categories of stakeholders; individuals, collectives or swarms, groups, enterprises or 

organizations, States or any governmental organization. This document has been useful to identify 

the subject of analysis, the States and the individuals as the members of society.  

In the second chapter of Cyberspace and International Relations (2014) C. B. Greathouse 

contributes to the typology of cyberoperations and how it may be tackled through classic military 

strategies. The cyber operations are divided by Greathouse into cyber espionage, denial of service, 

focused cyber-attacks, and massive cyber assaults. The effects of those attacks have not yet been 

considered an armed attack or an act of war and they certainly do not have the same consequences. 

Nevertheless, it threatens the stability of the enemy in several ways, including its sovereignty, its 

accessibility to services and communications. 

Approach to the center of gravity4: critical infrastructure 

 By 2013, the concept of cyberattack was well received by nations and the academy, 

as it became a priority in the security agenda for several countries, especially those that are more 

technologically developed. At that point, the different conceptualizations of information war and 

cyber-warfare were more emphasized due to their significant consequences. Relevant research 

regarding the evolution of the concept in literature and practice for military strategists is the 

Introduction to Cyber-Warfare by Shakarian, P., Shakarian, J., and Ruef (2013). This book 

provides a deep examination of the consequences of an electrical disruption and how these types 

of actions that are driven by third players must be considered as an act of war. Such a disruption 

requires minimal effort, but must be planned in detail to attack a potential target. 

As the dissertation is an approach to the development of future conflicts according to new 

weapons and intricate interdependent relations, this thesis will take into inconsideration material 

that overviews the future repercussions of a cyber conflict. For instance, the Center of Preventive 

                                                           
4 At this juncture, the center of gravity refers to the Schwerpunkt purposed by Von Clausewitz on his book On War 

(2007), that is the source of strength of nations or armies, it can be moral or physical, as he explains “…a certain 

center of gravity develops, the hub of all power and movement, on which everything depends. That is the point against 

which all our energies should be directed. Small things always depend on great ones, unimportant on important, 

accidentals on essentials. “(p. 242). For this research, the concept of center of gravity is applied to identify the critical 

infrastructures as the essential assets and resources that enable armed forces, economy and society operates. 
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Action of the Council on Foreign Affairs, published a document titled A Cyberattack on the U.S. 

Power Grid by Knake (2017) where it explained how susceptible it is to a cyber-attack: “The U.S. 

power grid has long been considered a logical target for a major cyberattack. Besides the intrinsic 

importance of the power grid to a functioning U.S. society, all sixteen sectors of the U.S. economy 

deemed to make up the nation’s critical infrastructure rely on electricity.” The document offers an 

array of plausible implications for U.S. interests and mitigation options. 

It is essential to refer to significant events that have transpired in the history of cyber. For 

the specific matter of the dissertation, the cyber-attacks studied are those that breached critical 

infrastructure security systems and jeopardized social stability, such as Estonia (2007), Stuxnet in 

Iran (2010) and Ukraine (2015 and 2017). Due to these events that are of public domain, both 

politic and academic researchers have examined the role of cyberspace in international relations.  

Some of the research used for this document is based on The Stuxnet Computer Worm: Harbinger 

of an Emerging Warfare Capability, by the Congressional Research Service (2010). The document 

concludes that depending on the severity of the attack, the entities and individuals relying on the 

structure affected would be without services for a long period of time. Also, the hotspot analysis: 

Cyber and Information Warfare in the Ukrainian Conflict. In this paper, the Center of Security 

Studies (2017) estimates the effects (social, technological and economic) of the attacks and how 

the cyber warfare was an instrument of hard power for both sides.  

Besides that, the Command, Control, Communications, Computers, Intelligence, 

Surveillance and Reconnaissance systems (C4ISR) will also be considered throughout the 

research. Such systems complemented the lack of investment on armament during economic 

downturn. It increases the weapons’ effectiveness, communication, control, and strategy over long 

distances.  The C4ISR is the ‘nervous system’ of whole defense systems, including the nuclear 

weapons system. The United Nations Institute for Disarmament Research published a 

recompilation of several researches about the new scenario for the nuclear weapons in 2017. 

Patricia Lewis, (2016) the Research Director of the International Security Department at Chatham 

House, wrote in chapter six about the concerns expressed regarding the impact of a cyber-attack 

to space-based systems such as missile defenses or high precision semi-autonomous weapons. For 

Lewis, one of the most vulnerable stages for cyber-attacks is the Space. In her research Space, the 

Final Frontier for Cybersecurity? Argues the potential for vulnerabilities of economies and 
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communications that are extremely dependent on digital data and Internet interconnectedness 

through devices in the space: “Satellite services are potential targets for a range of cyberthreats, as 

space supports a growing and increasingly critical level of functionality within national 

infrastructure across the world, stimulating economic growth.” Along with this type of hardware, 

other devices and software compliment the transmission and storage of digital data ashore.   

Social Collapse 

There is an increasing likelihood of observing massive disruption of networks in the 

coming years. As soon as new defense systems are integrated, multiple mechanisms to attack them 

will emerge. According to these forecasts, various experts in intelligence and strategy divisions 

have tackled the issue as an opportunity to develop a new offense strategy. During the 8th 

International Conference on Cyber Conflict, Lawson, Yu, Yeo and Greene (2016) contributed to 

the scholarly discussion on cyber as an instrument of hard power capable of generating ‘doom-

scenarios’. Their research deepens the impact of misinformation or deceitful data within modern 

cybersecurity building schemes. For Lawson et al., cybersecurity strategies have been built-in to 

exaggerate notions of real risks, which have had low-scale effects. The authors do not deny the 

possibility of a major disruption; however, the main argument relies on the absence of more acute 

approaches to realistic cyber-threats. This literature will be discussed in the eighth chapter to 

analyze how plausible a social collapse triggered by cyberattacks is. 

For Goldin and Marshall (2014), one disruption in a simple network may generate a 

massive effect on those that are connected. This is called the Butterfly Effect. The aftermath of a 

major attack over critical systems is not calculable and may represent loses of money, panic, and 

in its utmost consequence of a social collapse. The idea of social collapse is often understood as 

the maximum civilization breakdown. However, in this case I refer to the effect attained by the 

disruption of social structures that allow most of the population to organize in mostly all of the 

social spheres in the 21th century such as economic, industrial, and human worldwide interaction. 

For Hanson (2011) the complete disintegration of such structures may signify a large challenge for 

civilization as we know it, “[s]ocial productivity fluctuates constantly in response to various 

disturbances, such as changes in weather, technology or politics. Most such disturbances are small, 

and so induce only minor social changes, but the few largest disturbances can induce great social 

change.” (Hanson, 2011. p. 4). 
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This cyber-doom scenario, follows the sequence of effects produced by a cascading failure of 

interconnected systems. The following section will explore this idea in-depth, which is the theory 

of the research. 
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THEORETICAL FRAMEWORK 

 

 Cyberspace has become a subject of interdisciplinary study that interweaves units of 

analysis from social, physical, and formal sciences within a large global system. Hence, the inquiry 

of cyberspace as a techno-social and interdependent phenomenon requires a scholarly approach 

which understands its composition, functioning, and its particular complexity. Multiple 

interdependence theories are limited to a strict disciplinary field such as J. Thibaut and H. Kelley’s 

(1978) theoretical approach focused in examining interpersonal dependence relations. This 

framework remains within the boundaries of sociology and psychology studies. Likewise, similar 

approaches in different métiers such as the interdependence theory by Keohane and Nye (1977) 

which has a more expansive scope of analysis regarding mutual connectedness and dependency of 

several actors (individuals, private sector, non-governmental organizations) in the global finances, 

communications, and trade sectors. However, this is still limited to economic and political 

sciences.  In search for a multidisciplinary approach to underlie the intricate analysis of cyberspace 

within international relations, industry, computer sciences and techno-social structures, the 

Complexity Theory suffices as the needed framework that does not simplify or limit the unit of 

study to a single discipline. Instead, Complexity Theory imposes the idea that “…elements are not 

separable and cannot be examined separately” (Garcia, 2006, p.21). Multiple academic institutions 

such as Massachusetts Institute of Technology and Santa Fe Institute in New Mexico, have 

developed this in-depth theory for future interdisciplinary analysis.  

Contemporary thinkers of the international system must deal with phenomena that 

transcend geopolitical limitations and modern risks such as nuclear weapons, financial crises, or 

cyberattacks that can threaten all governments, individuals, and institutions without regard to 

national boundaries. Therefore, it becomes necessary to undertake new approaches to analyze the 

new challenges in international relations. Classic theoretical frameworks are often limited to a 

single field of study or recognize only a few players in the system. Decision makers require the 

reframing of theories toward a more holistic and integral method. The scholars who developed the 

Complexity Theory looked to analyze the new international predicament through the lenses of 

systemic intricacy and to propose alternative perspectives to resolve, prevent, and minimize 

possible threats. For instance, during a conference in 2012, the Santa Fe Institute stated that 
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“[c]omplexity theory offers new insights into how to protect computer systems from malicious 

agents, using ideas from immunology, epidemiology, and ecology. In nature, there is an ever-

raging arms race between attackers and defenders, with the constant evolution of weapons and 

defense. The development of cyberinfrastructure can learn from nature. It is a monoculture, built 

to face and manage a series of similar risks.”. Understanding the complexity of a system helps to 

visualize upcoming situations and to avert negative scenarios. 

The rise of this approach took place in the mid-80’s when the Santa Fe Institute undertook 

it as its main area of research, applicable to any field of study. Until today, there have been a large 

scope of applications created in the fields of biology, engineering, physics, social sciences, 

economy, and others.  The Santa Fe Institute has been dedicating an enormous amount of its 

resources to generate a unified theoretical framework to understand the diversity and intricacy of 

the common principles that are characteristic of complex systems.  The Complexity Theory has 

emerged as an inquiry of how the natural microorganisms have been configured to become whole 

macrosystems such as ecosystems and societies. The study of complexity questions how the 

structures are organized and how they can be transformed into chaos, as in the case of effective 

cyberattacks on functional and critical power plants which may leave thousands of households, 

industries, and hospitals without energy to operate thus unleashing panic and turmoil.  

 During a conference at the Santa Fe Institute on modeling terrorism as a complex adaptive 

system, James Crutchfield (2009) presented his working paper The Hidden Fragility of Complex 

Systems: Consequences of Change, Changing Consequences. Where he defined complex systems 

as: “…multiple components, each component active in different domains and structured, 

interconnected in ways that lead to emergent collective behaviors and spontaneous architectural-

organization.” (p.4). For example, critical cyber infrastructures are a complex network composed 

of interdependent components which can be organized in physical structures, digital data, societal 

organizations, and individuals (Clemente, 2013, p.9). 

a) Physical layer: refers to the geographical component, even though, the network is 

borderless, all physical elements have a specific terrestrial location essential in a 

cyberattack. Additionally, it represents the physical network components such as devices, 

machines, cables and factories interconnected. 

b) Logical layer: denotes the technical nature of cyberspace as digital information.  
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c) Social Layer: symbolizes the dual role of person in the system, the cyberperson with all his 

personal digital data (emails, social networks, financial information) and the social or 

individual operational level. 

David Byrne (1998) is one of the first scholars to bring this type of theory to the social 

sciences. Byrne argues that there are three main components of the Complexity. First, an alteration 

into a complex system, no matter how small it might be, will generate a massive change and will 

have diverse effects as “… small changes in causal elements over time do not necessarily produce 

small changes in other particular aspects of the system, or in the characteristics of the system. 

Either or both may change very much indeed, and, moreover, they may change in ways which do 

not involve just one possible outcome.” (Byrne, 1998, p.14). The second principle suggests that 

the systems in analysis cannot be ‘time reversible’ which implies that the features involved have 

evolved with such complexity and interconnectedness that no single element nor their greater 

system, can revert without affecting the whole essence of the system. Finally, in order to consider 

the subject of study complex it must be holistic, despite the structure being an array of multiple 

interwoven connections, it will be tackled as the whole and not in a reductionist perspective. (p.15). 

When a system is an array of multiple and diverse interconnected components and it 

evolves in time, learning and adapting to environmental changes and new challenges, it is called a 

Complex Adaptive System, CAS. According to Dodder and Dare (2000) those kinds of systems 

are characterized by being a balance between order and anarchy, dynamic and functional, a 

network of many interactions by various agents transmitting and storing information, being in 

permanent change and grow with the environment, and finally having multiple levels of analysis. 

Hence, the complexity of these systems increases with time and becomes quite difficult to forecast 

its behavior and transformations.  

For the Santa Fe Institute, the level of complexity can be identified. To do this, it is 

necessary to recognize who is involved in the system and how. Dodder and Dare (2000) suggest 

two different levels of complexity: static and dynamic. The present research will take into 

consideration the dynamic complexity explained by the authors as how it: 

“…. [E]ncompasses the ideas of complexity related to behavior, processes of cause 

and effect, feedback, fluctuations and stability, cycles and time scales. The focus on 

Complex Adaptive Systems is closely identified with this notion of changes in behavior 
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over time, which relates to an important aspect of dynamic complexity: evolving 

complexity. Yet, this evolutionary aspect to the dynamic complexity can result from both 

the adaptation of the systems, as well as adaptation of the individual agents in the system. 

In fact, the complexity of a system may evolve without any adaptation by the individual 

agents.” (p.8). 

The static will not be analyzed considering that it does not contribute to the understanding 

of cyberspace and critical infrastructure as CAS. The static refers to a complexity that remains 

constant throughout time since it is consolidated and not evolving. Instead, the cyberspace is in 

constant evolution and movement. 

Even though the complexity makes the interconnections robust, it is still fragile, and a 

perturbation in a single section could have consequences in the whole system.  When we refer to 

complex systems, we need to consider the large number of interrelated parts. This makes the 

appropriate management or a central control for all units difficult.  As a result, as the system 

becomes more robust and complex, the more unstable it is and vulnerable it becomes to collapses. 

There is where the innate fragility of the system is hidden. Crutchfield (2009) comments on that: 

“How is it that mechanisms on a small scale, with specific functioning and 

compelling benefits at that level, become exactly the drivers for catastrophic failure on the 

larger scale? Isn’t this a contradiction? Doesn’t a contradiction mean that such failures 

cannot happen? It may be a logical contradiction, but let’s face the data from these 

seemingly accidental experiments. These constructed systems appear to have a dynamic 

that reshapes small-scale design into surprising, large-scale pattern. In any case, emergent 

contradiction appears to be fact.” (p.2). 

Regardless of what type of academic field the Complexity Theory is considered in to 

understand phenomena, it will find the paradigm of vulnerability interwoven in the increasing 

intricacies.  To vulnerate a section of the system could carry chaos among agents to such a degree 

as to lead to the collapse of the system.  

Cascading Failure 

This concept refers to the failure of a whole system when one single part fails and continues 

to systematically disrupt other interconnected units. Such failure may happen in any complex 
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system, for instance, the human body, financial market infrastructures, computer or internet 

networks or power transition. “In fact, a failure of a very small fraction of nodes in one network 

may lead to the complete fragmentation of a system of several interdependent networks.” 

(Buldyred et al, 2010, p.1025). 

Systemic failure is the consequence of intrinsic interconnected networks that are extremely 

susceptible to any alteration as “… systemic risk occurs when parts that individually may function 

well become vulnerable when connected as a system to a self-reinforcing joint risk that can spread 

from part to part (contagion), potentially affecting the entire system and possibly spilling over to 

related outside systems. … They are characterized by the possibility that a small internal or 

external disruption could cause a highly non-linear effect … as in the 2008-2009 financial crisis.” 

(Global Challenges Foundation, 2015, p.91). Cascading failure may create multiple secondary 

effects on a larger scale, depending in the most distant units that have indirect relations to the main 

system affected. 

The collapse of complex systems. 

In the 21st century, there are thousands of complex systems, all of them heterogeneous 

with components ranging from living to mechanical. Those components could have attributes that 

are characteristic of humans, nature, engineering, economy, and/or artificial intelligence, just to 

mention a few. The Complexity has become more than computer networks or biological systems; 

it also affects social structures that have evolved into an interdependent relationship among 

themselves and with the technological world. Furthermore, to analyze such scenarios entails the 

consideration of emerging processes such as globalization and technologization of services, 

people, and institutions. This scenario challenges the traditional understanding of how a situation 

X interacts with situation Y, involving both in an unstoppable chain reaction. 

There has not been too much research in the field of social sciences using the Complexity 

Theory in relation to Critical Infrastructures. In most of the existing work, there has been 

developments made by scientists or engineers who do not contemplate the society as a variable of 

cause and effect. This research will analyze society as a dynamic and unified entity. Most of 

society’s essential facilities have been affixed to emerging technologies.  Civilization as we know 

it today is enormously dependent on machines, networks, and digital services; because there exists 

an interwoven part of the modernization of economy, water and power grids, telecommunications, 



21 
 

and other sectors that allow society to be stable and progress. Along these lines, the disruption of 

such units could carry a series of knock-on effects until a possible collapse of macrosystems will 

take place. In a non-linear system the outcomes (in this case negative) flow from one unit to another 

in an escalating movement, like a snowball effect, with a final outcome that can be undesirable 

and uncontrollable, a possibility being the collapse of society.  

Collapse has been perceived as the fall of specific political entities or the transformation of 

other new societal organizations. For instance, Joseph Tainter (1988) understands collapse as the 

major social decline without any possibility of reverting facts in time. Such consideration exceeds 

the bound definition of collapse that will be explain below. Notwithstanding, it would be advisable 

to regard the explanation of collapse as having similitudes such as economic factors, social 

dysfunctions, and the depletion of vital resources. He explains that the “…fundamental limitations 

of social, political, and economic systems prevent an appropriate response to circumstances, and 

this makes collapse inevitable” (Tainter, 1988, p. 54).   The collapse is a determinant situation of 

change. It is often used to refer to the decline process characteristic of extinct empires. However, 

scholars have employed the term as the opposite of growth (Hanson 2007, p.364). The collapse of 

essential services due to massive cyberattacks would hinder the regular development of society, 

driving it into multiple crises. 

Crises would commonly appear when the fundamental parts of the systems are threatened 

or have reached a critical phase of damage. In sociology, social crisis refers to a scenario of panic, 

absence of order, and when fundamental structures have been jeopardized. Rosenthal, Boin and 

Confort (2001) define crisis as “… when a community of people, an organization, a town, or a 

nation perceives an urgent threat to core values or life-sustaining functions, which must be deal 

with under conditions of uncertainty” (as cited in Boin and Hart, 2006 p.42). Disasters are sudden 

unimaginable and unexpected circumstances, whereas on the contrary, a crisis is the process and 

the end of a system break down through a chain reaction. As Rosenthal et al in 2001 explains, 

“…crises are the result of multiple causes which interact over time to produce a threat with 

devastating potential”. This entails an understanding of the system complexity with an impending 

crisis. 

 A crisis affects the sense of safety and security. This can happen due to obstruction of 

resources that the society is dependent on and the inability of the system to deal with such 



22 
 

disruption (p. 47). Observing this phenomena with a systemic lens, the crisis will increase in the 

same way as more parts are highly interwoven in the same complex structure. The tight knit 

connections among elements foster the proliferation of outcomes throughout the system, as more 

interconnections emerge as the crisis becomes bigger and more unmanageable. 

 Other authors, such as, Nick Bostrom (2002, 2007) have developed theoretical approaches 

to categorize existential risks. The risks are classified by their scope (the size of group threatened), 

intensity (how bad the group would be affected) and probability (how possible is that if such a risk 

occurs). Six categories emerge in the relation among intensity and scope, as it appears in the 

following table: 

Scope Global    

 Local    

 Personal    

  Endurable Terminal Intensity 

 

As Bostrom explains ‘personal’, ‘local’, or ‘global’ refer to the size of the population that 

is directly affected… ‘endurable’ vs. ‘terminal’ indicate how intensely the target population would 

be affected (2002, p.1). Within endurable risks, the group affected is able to recuperate regardless 

of disturbance, the effects are amendable. “An endurable risk may cause great destruction, but one 

can either recover from the damage or find ways of coping with the fallout.” (p. 1). Terminal risks 

are irreversible, these may imply annihilation or extinction. Bostrom’s analyses are focused on 

existential disasters “…one that causes either the annihilation of Earth-originating intelligent life 

or the permanent and drastic curtailment of its potential for future desirable development” (2007, 

p.10). However, the following research will be limited to the endurable threats that more closely 

represent the risks posed by cyberattacks to local and global groups.  Endurable risks involve 

economic recessions, moderate global warming, or technological threats. Even though such 

scenarios do not entail the extinction of humankind, they must be seriously analyzed to prevent or 

minimize the disastrous consequences for individual and social stability.  

Most of modern society has linked its life-sustaining resources and fundamental societal 

structures with technologies. Despite the acquisition of technologies, there was originally an 
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advantage for those who couldn’t acquire it. But today it has become a central vulnerable target to 

trigger crises. It has become a threat for some but an opportunity for others to attack. In the 

following chapter, the research will approach why the critical infrastructure is a vulnerable 

complex system, and the ultimate modern target to generate social crisis. 
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1. SOCIAL STABILITY THREATENED BY CYBERATTACKS 

 

This chapter examines the consequences of previous cyberattacks against critical 

infrastructures in the modern interconnected society. The aim is to present the following analyses 

of previous cyberattacks in order to explain how assailable the most vital services for social 

survival are for being disrupted.  Two sectors can be identified as particularly critical for societal 

stability, these are the energetic and financial sectors. The first section of this chapter is focused 

on the energy sector, this is the most fundamental source that underpins the operability of all other 

critical infrastructures. Energy is the power unit behind our modern economy, industry, 

transportation, communications, healthcare centers and so on; every part of the 21th century society 

depends on energy. Energy crisis has taught us how scarce energy has become and how dangerous 

is it for the global economy. Such a shortage can emerge either by politic decisions (as in the 1973 

oil crisis) or the depletion of non-renewable resources, in fact, energy sources are finite, and 

regretfully, the dependency of economic dynamics on these resources makes it also indispensable. 

Presently, other factors can interfere with the distribution, generation, and extraction of energetic 

resources. Cyberattacks may threaten energy security along with other infrastructures that are 

entirely reliant on it such as drinking water, the healthcare sector, and military defense equipment. 

 The second section is in regards to financial markets and how critically they reflect a strong 

influence over the worldwide economy. Additionally, the financial sector is an open digital 

environment where macro and micro companies, nations, or individuals interact. Whyte (2016) 

explains “… the idea that latent power is located in a state’s economic and societal processes. 

Latent power dynamics play a considerable role in both determining future capacity for certain 

capabilities in world affairs and, perhaps more importantly, allowing states to signal intent and to 

credibly ensure foreign commitment to certain status quo arrangements” (p.8). All these structures 

are an amalgamation of multiple units, parts and subsystems that make them harder to protect, as 

previous events have proved. 

Computerization is intricately imbricated with information databases, engineering, and 

many other facilities in order to improve the distribution, transmission, production, and storage of 

services. Unfortunately, complex computing-based systems are more likely to be infected with 

potential risks by unknown attackers. Considering that these dynamics are transnational and that 
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cyber-capabilities have been used to breach security frames and nations’ sovereignty, security of 

cyber critical infrastructures must be prioritized by all actors in the international system. As Futter 

(2015) explains, “[u]nfortunately, complexity is bad for security. It creates more places for bugs 

to lurk, makes interactions among software components harder to understand, and increases the 

flow rate of packets5 well past where anyone can easily reconstruct what happened when things 

go wrong.” (p.6). As more dependent critical facilities become more connected to various 

technologies, the more vulnerable they are to cyberattacks. 

 

1.1 ENERGY SECTOR 

 

The power for every industry, dam, airplane, tram, and cellphone comes from a variety of 

energy sources transmitted by a complex supply chain comprised by consumers, operators, 

thousands of miles of transmission and distribution lines, and millions of utilities and stations all 

over the world. Energy critical infrastructure is a complex system that embraces physical and 

human interactions interconnected through cyberspace, which have impressively increased 

possibilities for social development where none was imaginable before. Electricity, oil and gas are 

the underpinning pillars of economy in the 21th century; this same reason makes it outstandingly 

critical and an unsurprisingly perfect target for a cyberattack.   

Privatization and other economic systems have led to critical infrastructures being owned 

by particulars overseas, far from national sovereignty. In the U.S. alone, more than 80% of energy 

companies belong to private national and foreign sectors (Department of Homeland Security). This 

scenario makes the energy sector increasingly more vulnerable and harder to protect by an 

exclusively domestic defense corps. In addition, the fact that several energy supply companies are 

interwoven worldwide, increases the likelihood of global systems failure. This is a grave 

international security concern. For example, considering the transnational risks of disrupted energy 

industries in just one member state, the European Union Council Directive (2017) has promoted a 

framework on countering hybrid attacks. “The Joint Framework places resilience (e.g. of transport, 

communications, energy, finance, or regional security infrastructures) at the heart of the EU action 

                                                           
5 Packets in this case refers to a collection of data that is transmitted, distributed and storage in digital networks  
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in order to resist propaganda and information campaigns, attempts to undermine business, societies 

and economic flows, as well as attacks on information technology and cyber-related 

infrastructure.” (p.6). The risks of cross-borders intrusion on critical elements make protection and 

the handling of systemic effects far more challenging. 

A massive intrusion to the power grid is extremely difficult, it will require expensive and 

sophisticated equipment and training, such as an attack would take years of intelligence and 

strategy. However, it is not beyond the bounds of possibility (Knake, 2017). Previous attacks, for 

instance Ukraine in 2015, demonstrates the plausibility of such an attack. The Ukrainian blackout 

was carefully planned over several months: crackers were studying the network in-depth, 

recognizing security weaknesses and mapping out routes of access. The disruption of two power 

distribution plants instantly affected thirty substations leaving them offline for hours. The attack 

had multiple levels of action; from the installation of a backdoor to control and infect the system, 

to the denial of telephone service to prevent any warnings to customers. Regardless, the disruption 

was temporary and partial, though it is considered extremely detailed and sophisticated considering 

that the firewalls of security were even more robust than some that controlled critical systems in 

more developed countries such as the U.S. (Zetter, 2016).  

Bearing this in mind, any trace of unauthorized access to control systems could be a prelude 

of a bigger and a more structured criminal attack. According to Symantec Corporation, energy 

facilities of the U.S., Turkey, and Switzerland have been targeted for a couple of years in a 

reconnaissance and intelligence gathering campaign by a hacker group known as Dragonfly (Hern, 

2017). Their activities have focused on getting access to credentials and information about how 

the energy plants operate (Hern, 2017). These types of campaigns might be conducted to sabotage 

only the power grids or to be coordinated with a military action. Both cases could have disastrous 

consequences.  

Technological breakthroughs have brought a holistic connectivity through the industrial 

fields as well. For example, modern control systems have simplified processes of monitoring and 

operating. The Industrial Control Systems, ICS, are mechanisms that automatize functions through 

devices that interconnect physical systems with digital data. These connected systems can be found 

in nuclear and chemical plants, oil refineries, gas processing, and electricity distribution centers. 

One of the most revolutionary ICS was the Supervisory Control and Data, SCADA, which allows 
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for monitoring of services over large territorial extensions and distances. These systems were not 

created as defensive systems because there was no conceived risk coming from third parties; the 

protection remained under personal supervision. (Adams, 2015). ICS increasingly interconnected 

all critical infrastructures direct or indirectly by physical or cyber-relations.  

The ICS are extremely interdependent on internet transnational services, also, they work 

through common networks where multiple critical infrastructures where various social, military, 

governmental, and private layers operate together. As Jensen (2009) points out “[a] government's 

military or intelligence-agency, computers, routers, networks, cables, and other cyber assets are 

targetable because of their use facilitating military communications. If these objects were 

performing the same functions for a civilian company, rather than the government, they would be 

protected from attack as civilian objects. It is their use by the military or intelligence agencies that 

makes them targetable.” (p.1543). Incidentally, if an attacker aims to disrupt communication lines, 

energy, or transport service from the military forces, it is highly likely that it will include the same 

outcomes for civilians or even worse outcomes due to the societal reliance on cyber-systems.  

This brings up to the question of what might be potentially targeted to jeopardize the social 

stability achieved through cyber-capabilities. Millions of devices are interconnected to large, 

international power netting, to generate, transmit, distribute, and receive energy (Knake, 2017). 

All these service sections are equally vulnerable and all of them have the same potential to 

distribute denial of services in other infrastructures and to destabilize society.  

Water 

The water sector includes public drinking water and water waste systems. It operates 

permanently to distribute this essential resource to thousands of households around the world and 

to drain all harmful sewage far away from its population. Water sectors support secondary vital 

services such as healthcare, agriculture, industry, and transportation. Most water sectors worldwide 

are interconnected using SCADA. This system automates the control, collection, and storage of 

digital information processes that make the sector operable in the 21th century (Speake, 2015). 

 In general, SCADA systems benefit industries; providing upgrades, maintenance, and 

supervision by remote access. Notwithstanding, it may be used to install a malicious software to 

alter or destroy appliances. This was precisely what happened with a water pump in Springfield, 
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Illinois. The pump was disrupted with a hack that gained control via a remote system, the malware 

was operating to gather intelligence starting several months earlier. The intruder’s IP was based in 

Russia (Zetter, 2011). Despite the fact that the pump was not a significant infrastructure in terms 

of volume and critical importance, such an attack is evidence of how susceptible ICSs are to 

intrusions. Presently, the use of traditional weapons is not necessary to cut off access to critical 

resources if a massive cyberattack is triggered towards the proper target with sufficient and 

sophisticated tools and strategies.  

Health sector 

With emergency care facilities paralyzed and patients’ critical information encrypted, 

numerous patients were forced to relocate from England’s National Health Service. This was only 

one of the thousands of experiences during one of the biggest cases of ransomware that spread in 

May 2017. It affected worldwide data bases and in a matter of days, critical information in different 

sectors was damaged or encrypted in more than 100 countries (Wong and Solon, 2017). Gordon, 

Fairhall and Landman (2017) explain that, “[w]ith the delivery of health care increasingly 

dependent on information systems, disruptions to these systems result in disruptions in clinical 

care that can harm patients.” (p.1). Reliance on cyber-systems by healthcare systems has improved 

the provision of services. However, it also presents a threat to operability dependency on digital 

systems making health care centers vulnerable to denial of services attacks, patients’ personal 

information theft, and blackmail crimes. 

According to an independent report by Ponemon Institute (2016) a larger data breach in 

the U.S. alone could cost the U.S. 6.2 billion dollars and significant loss of life among patients. 

Cyberattacks have become the second most important concern for health care organizations’ 

security. The sector is a perfect target to threaten people’s well-being and safety due to low 

cybersecurity budgets and extreme dependency on technology. Furthermore, the system itself 

cannot afford long periods of downtime for its computers systems and medical equipment without 

adverse consequences.  

Defense sector 

At midnight on September 6th, 2007, in the Deir ez-Zor region of Syria, a nuclear facility 

was being turned into rubble and ash before any radar could display the presence of an enemy in 
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the air. These air strikes penetrated the extremely expensive air defense network and bombed the 

complex without triggering any Syrian defense system. No missiles could be fired because there 

were no targets in the reconnaissance systems. The enemy entered, attacked, and returned 

unscathed. The kinetic attack succeeded because the cyberattack on the radar information 

processor made the critical information needed to repel the attack flawed and ineffective.  The 

cyber tool (weapon) that was used could make it possible to recognize false targets on radar screens 

or to manipulate sensors, focusing them on civilians or the Syrian Air Forces (Clarke and Knake, 

2010). In order to upgrade the Armed Forces and defend the nation from any threat that jeopardizes 

the sovereignty and people’s welfare, the defense industrial base sector had to evolve its 

interconnectedness with various technologies. Design, production, and maintenance of military 

weapons are entirely reliant on cyber-systems and on the energy sector. 

Radars and other military capabilities of command, control, communication, computers, 

intelligence, surveillance, reconnaissance, and C4ISR have evolved along with technological 

warfare (Gaitan, 2012). This equipment protects the entire territory of a state and its population, 

in addition to its critical infrastructures, resources. To have them disrupted implies catastrophic 

failures to the whole national security. The complexity of defense infrastructures makes them 

increasingly complicated to ensure the security and operability of every mechanism.  

 

1.2 FINANCIAL SECTOR 

 

On the morning of September 15th, 2008, people around the world woke up with headlines 

announcing the most devastating global financial crisis in history; The Wall Street Journal read 

“Lehman Sent Shockwaves Around the World” and “Lehman Shock Hits World Markets”, all of 

them communicating that one of the most important global financial services companies had filed 

for bankruptcy and with it, the forecast of a developing catastrophe for the global economy. The 

world financial system was on the verge of collapse, the effects were disastrous for worldwide 

markets, national economies, and societal stability. The causes of crisis ranged from the central 

banks’ misleading regulations to exuberant transnational lending’s without guarantees, and 

irresponsible and risky mortgages. (The Economist, 2013). The complexity of the financial system 



30 
 

transformed the American housing market predicament, leading to the downfall of global money 

markets, the European debt crisis, and leaving the Greek government-debt crisis still unresolved.  

Banks were not the only units affected as society experienced the worst repercussions. 

Unemployment reached the highest rates in history, in Spain 26.9 percent and in Greece 26.8 

percent during 2013 (Eurostat, 2017). One hundred fifteen million people in the European Union 

were severely materially deprived or at risk of poverty during 2010 before economic adjustment 

programs were implemented (Eurostat, 2012). Peaceful protests transformed into violent riots 

against austerity measures. In particular, Greek society stability was highly threatened as more 

than ten thousand people participated in manifestations against the government when money to 

pay for food, rent, and other basic needs became scarce (Bilefsky, 2010).  

To date, the financial system is even more vulnerable due to new risks that have emerged 

to threaten different levels and parts of the system. Other causes have been attributed to the 2008 

financial crisis, principally, the use of unconventional economic and cyber warfare by unknown 

actors to destabilize the global economy (Georg and Vogel, 2009). The financial system is 

composed of many intricate elements that are interwoven, interacting in an international globalized 

scenario. While it is true that the Lehman Brothers’ collapse, financial speculation, and risky 

mortgages were the main causes and that exemplifies that the probability of crisis by cyberattacks 

is small, it is necessary to evaluate any emerging threat in order to avoid future failures. 

As well as previous critical infrastructures, cyberattacks lead the global financial worries 

in the 21th century. The core of financial activities in most worldwide companies are enacted 

through information technology, operating with a complex interconnected structure. Reliance on 

technologies and outsourcing services make financial activities extremely vulnerable. Everything 

is influenced by finances and everything influences them directly or indirectly. Disturbances in 

one section may entail unwanted outcomes in another. The Institute of International Finance, 

(2017) reported that there are some particular interconnected cyber risks for the financial system: 

banks, non-bank financial institutions, other financial services, markets, and financial market 

infrastructures. All of them are capable of distributing and producing threats to global financial 

systems and evading them in not an easy option.   Digitalization has been mainly positive as today 

multiple services of the economy are easier to access. Bank companies are pioneers in 

digitalization when compared to all other critical sectors. Currently, 92 percent of Sweden’s 
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monetary transactions, as well as countries like Denmark, Netherlands, Singapore deal entirely in 

digitalized affairs, making them susceptible (Henley, 2016). Digital dynamic capabilities are 

intricately connected with social and economic development as well as international political 

stability. 

Although a denial of service against an individual bank or nation’s economy does not 

collapse the entire financial system, it may destabilize it.  In September of 2017, Equifax, one of 

the most important credit bureaus in the U.S., suffered one of the biggest data breaches in history. 

More than 145 million clients that trusted their personal and financial information to the company 

were affected. The immediate cost, along with the indirect expenditure, has represented $4 billion 

of losses in just two months, (Lim, 2017), which is more than the GDP of New Mexico, 

Mississippi, Nebraska, and Arkansas combined during 2016. In addition to this event, 4,000 other 

cyberattacks have occurred on a daily basis since January of 2016, and the number increases 

continuously. According to an IBM (2017) report, the financial sector is the most attacked due to 

its vulnerability and profitability as cybercrime is more lucrative than the illegal drug trade, 

without considering any secondary costs such as rebuilding the security that was breached or the 

shares of companies decreasing after an attack. Cyber risks are increasingly complex and have 

demonstrated a rapid evolution in time. It is not surprising that in just a few years, economic cyber 

warfare will become more sophisticated and potentially risky. 

Critical Infrastructures maintain an interdependent relation among its physical units and 

cyber systems, comprising a larger system of systems that enable most modern societies to operate 

day by day.  Interdependencies are bidirectional; all parts are partially or completely reliant upon 

one another with differing intensity levels of dependence (Rinaldi et al, 2001). Along with these 

lines, what happens with one infrastructure can indirectly affect other parts of the system. That is 

to say, a disruption of multiple electric plants would cease activities of secondary structures to 

interfere with the transition or production of energy or finances would not be the main matter itself, 

but offline essential services could cause incredibly challenging conditions for human survival. 

This will be explained in the following section. 
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2. GLOBAL CASCADING FAILURE, PROSPECTIVE OF CYBERATTACKS 

 

Cyberattacks are no longer science fiction scenarios, but a real risk for digital 

infrastructures and all societal structures involved. As any other real risk, cyberthreats have been 

analyzed (by, for example, the Center of Risk Studies at Cambridge University and the Future of 

Humanity Institute at Oxford University) in order to prevent disasters and to counter dystopian 

outcomes. These types of reports contribute to security decision-making by public and private 

sectors. Understand flaws and vulnerabilities is essential in defense and offensive operations. In 

fact, identifying potential cyber targets within critical infrastructures may avoid cascading failures 

or unleashing them at all. Most cyberattacks have immediate economic effects comprised of 

rebuilding security frameworks, data breaches, and blackmail, yet other secondary consequences 

must be considered to recognize the real scope of larger scale cyberattacks in the future. 

Based on the hypothetical scenarios of major cyberattacks created by Lloyd’s of London 

and The Economist regarding major impacts of cyberattacks, this section will focus on plausible 

long-term economic and social consequences. These reports visualize a large catastrophic scenario 

comprised of a series of failures and disruptions within energy power plants and critical financial 

markets.  

Dark scenarios  

Despite the fact that there has not been a global cyberattack that has been able to shut down 

power grids linked to large population for long periods, significant blackouts have taken place. 

These major blackouts have allowed research organizations to visualize an array of possible 

scenarios in the case of larger scale power grid shutdowns. In previous blackout events, serious 

effects such as economic losses, mortality rates, and social disturbances have taught us that the 

increasing reliability on technology  and computerized energy distribution have become a 

vulnerability that needs to be addressed and prioritized.  

Several causes ranging from natural accidents and terrorist attacks have been attributed to 

the Northeast blackout in 2003, the second largest blackout in history. According to an U.S. and 

Canada’s (2004) report the main causes devolved upon energy company’ neglect (FirstEnergy). 

The report explains that “FirstEnergy …failed to assess and understand the inadequacies of [its] 
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system, particularly with respect to voltage instability and [its] vulnerability… [also] did not 

recognize or understand the deteriorating condition of its system. [In addiction, FirstEnergy] failed 

to maintain equipment ratings through a vegetation management program.” (p. 18-19). The same 

report also alludes to possible jihadists participation; triggering the blackout could have been an 

opportunity to infiltrate in the U.S. through Canada (p.135). Regardless the causes, the massive 

failure was almost unstoppable, the nature of this type of systems makes it increasingly 

interconnected; to monitor the entire system was extremely difficult. 

A few months after the blackout, independent organizations such as SecutiyFocus (2004), 

revealed a crucial flaw in the system which could have admonished early and avoid the large spread 

as it did happen. A couple of days before the blackout, a bug was moving through computers 

interconnected with the alarm systems at FirstEnergy and Ohio control center. The report explains 

that “…the XA/21 bug was triggered by a unique combination of events and alarm conditions on 

the equipment it was monitoring” (“Software Bug Contributed to Blackout”, para. 1). The systemic 

failure that left more than 50 million people in Canada and eight states in the U.S. happened 

silently, although the energy backups, the companies were unable to recognize the internal failure 

owing to the absence of alarms; the operators were aware some hours later when the events were 

inevitable.   

The bug’s origin could not be traced, it is still uncertain if it was an intentional malware by 

adversaries of the U.S. or merely vandalism. One thing that definitely is sure, is that the flaw of 

alarm systems along with other causes made the northeast of U.S. and the province of Ontario 

especially vulnerable to other type of events related to national security and defense.  During the 

blackout most of the affected areas suffered high contamination levels in the water supply due to 

lack of power in the pumps and therefore the loss of pressure in water. Giving this situation, 

restaurants, health care centers and other services felt obligate to suspend activities. Also, railroad 

services, airports, cellular phones services and digital media were paralyzed (U.S.-Canada Power 

System Outage Task Force, 2004). The total economic impact surpassed the $6 billion (Anderson 

and Geckil, 2004) and contributed with an increase in mortality rates with 90 more deaths 

(Anderson and Bell, 2012). 

This event along with other cyber-attacks that took place throughout the 21th century have 

motivated departments of security and private organizations to consider the likelihood of a global 
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disruption of the power grid including all its catastrophic consequences over economy, industry 

and society. The global insurance company Lloyd’s along with the University of Cambridge’s 

Centre for Risks Studies (2015) developed a report where they explain the most plausible effects 

to be achieved in a large cyber-attack targeting electric critical infrastructures. Such an attack 

should be sophisticated and meticulously planned in five phases.  First the research phase, before 

the malware is inserted, the main target must be mapped, as well as, routes of distribution, in this 

case the malware would be installed in plants generators and control rooms (p.10). The following 

phase refers to dormancy; having inserted the malware, the attackers are able to operate control 

systems, machinery, getting access to computer networks and linked machines (p. 10). The third 

phase is the activation, at this time, approximately fifty generators are overload to the point of 

burnout or explosion. Also, in this stage the safety systems are disabled (p.11).  

Phase four is the blackout itself. In the context of this report the NPCC (Northeast Power 

Coordinating Council) and RFC (Reliability First Corporation) regional electric councils are 

directly affected, leaving 93 million people in fifteen states in the U.S. without electricity including 

New York and Washington D.C. (p. 12). The final phase concern to any possible direct aftermath 

over other critical infrastructures reliant on electricity and all indirect consequences over national 

economy and society. According to Lloyd’s report, the primary effects could be: 

Health and safety: Hospitals with generators are able to continue to function as long as 

backup generators operate. However, health care centers will no longer attend the massive arrival 

of patients due to many accidents resulting from road traffic and industrial accidents. Also, people 

resulting hurt at riots and ill by ingestion of spoiled food due to lack of electricity in coolers. Other 

several conditions could risk human’s life during a blackout such as inoperability of heaters during 

an extreme winter. 

Trade Imports and exports are suspended during the power outage, all maritime ports in 

the affected region will not operate, loading and unloading activities are not possible without 

energy. 

Productivity Decrease in business productivity, employee cannot execute regular activities 

during power outage 



35 
 

Consumption The disruption of electronic methods of payment have a negative impact in 

consumption 

Water supply Supplies of potable water become scarce across the regions affected, water 

treatment is paralyzed, and pumps lose pressure, these conditions increase levels of contamination 

of water reserves. 

Transportation There is a rapid reduction in vehicle fuel, and operational fuel stations. 

City subways and regional airports are shut down for security policies. 

It is important to clarify that these sectors could be disrupted by other cyberattacks 

addressed directly to their internal digital control programs during a blackout. For example, water 

utilities can be targeted through their cyber and physical interconnectivity (such as SCADA 

systems). Getting access to operation software for the purpose of changing ‘real-time data’ could 

increase doses of sodium hypochlorite and generate intoxications or shutdown operations 

temporally (U.S. Department of Homeland Security, 2014). Depending in the planning of the 

attack it might compromise multiple critical sectors at the same time, and therefore, accelerating 

the spread of failure. 

Secondary effects begin to appear after weeks without electricity. Crimes, looting and riots 

intensify as water, food and other essential services run amok (p.18). Drastic economic losses start 

to be evident after few days. The costs are distributed in damage in infrastructure, losses in sales 

revenue of electricity companies and other business. In the better scenario losses could reach the 

$60 billion mark and in the worst scenario (blackout for more than 4 weeks) the losses could be of 

$222 billion (p.21). Shut down factories in these regions entail the freezing of the 32% of country’s 

economic production and put in a great risk the supply chains interconnected with other regions or 

countries. 

Modern societies (especially those highly developed) are undoubtedly dependent on 

electricity. As Matthewman and Byrd (2014) explain “[t]he continuing sophistication and 

prevalence of electrical appliances only serves to increase our dependence. In the digital world 

interruptions and disturbances less than 1 cycle (1/60th second) can have catastrophic effects.” 

(p.16). Virtual data is the key of analysis to securitize physical critical infrastructures, such data 

increases daily its complexity. Today, it is much easier for individuals and companies to get contact 
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with cyber utilities, the openness of networks, devices and services is inevitable as well as with 

the risks that this entail.  

Paralyzing the financial system without destroying the World Trade Center 

The 2008 financial crisis taught policy makers, economists, business men the vulnerability 

of financial markets and its effects over global economic systemic failures. The financial system 

is undermined by trust relations between institutions and people, if such confidence is breached, 

then, the whole system could be at risk. Cyberattacks could be addressed to different targets within 

essential financial market infrastructures, FMI, this concept refers to critical organisms that 

executes and controls important financial large-scale activities such as trade repositories, security 

settlement and payment systems. Clearing houses and payment systems are examples of FMIs, 

these services interconnect receptors (e.g. banks, sellers) with national and international payers or 

transmitters, the disruption of essential FMI might entail a disturbance in the global capital flow 

(The Economist, 2016). To breach a crucial FMI would signify the systematic contamination of 

other financial and economic substructures, this is largely due to the unmanageable complexity 

emerged in the modern economic dynamics.  

In accordance with Luyendijk (2015) “… panic will likely be caused not by banks losing 

huge sums of money, but by a widespread failure of their IT [Information Technology] systems”. 

Panic becomes an inevitable variable in the analysis of systemic risks, this has proved be the first 

reaction to face financial turmoil. As Scott (2016) explains “[d]epositors, operating under the 

constrains of asymmetric information withdraw from all banks indiscriminately” (p.9). The 

contagion rapidly spread to health and solvent institutions that are not directly financially linked 

to affected organizations. For Scott, economic panic can be triggered by “… purely random 

phenomenon or economic sunspots” (p.10). Such a ‘random phenomenon’ could be the outcome 

of years of cyber-surveillance over critical financial institutions.   

The publication of If Financial Systems were hacked by The Economist (2016) is dedicated 

to analyzing and forecast a scenario in which the financial digital data is breached. Three stages 

are suggested to achieve a great large disruption of financial structures: First, to penetrate into the 

systems by virtual entries or compromising employs in the selected organization, as aforesaid in 

Lloyd’s report, this stage is crucial to install malwares of surveillance and to access to control 

programs. Secondly, an extensive and detailed study of operations within the organization, as the 
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financial system is inconstant and increasingly complex, this stage can take months or even years, 

depending in the sophistication of the cyberattack. Finally, in a specific day when the market 

behaves agitated and confused, the cyberattack is launched. 

To identify a potential target is the cornerstone in the whole cyber-operation. Disrupting 

the digital data of a small bank, would not have an impact in social, economic and politic global 

levels, and therefore the attach will fail achieving a major collapse. Megabanks are largely 

vulnerable, are extremely complex and big to manage in conditions of global risks, “…if you are 

a terrorist and you want to hit the West where it genuinely hurts, then the IT systems of a big bank 

must look like an attractive target” (Luyendijk, 2016). Furthermore, the attack may be 

accompanied by interruption of clearing houses such as the American Automated clearing house 

which managed $41 trillion in transactions in 2015, or the Europe’s Interbank System, which 

handled more than 88m payments with a total of $520 trillion in 2015 (The Economist, 2016). 

Considering the quickly systematic failure of 2008 and the late response, and attack of this 

characteristics would imply serious consequences, as Luyendijk (2016) comments: “Imagine 

hundreds of millions of people all over the world hearing at the same time they could no longer 

get access to their money or to food.” Regretfully, history has taught us how plausible is this 

scenario in the 21th century.  

There is reason to believe that the entire disruption or encryption of critical financial data 

is quite complicate due to the high complexity of informatic engineering that comprised the 

system, however, this is not necessary to unleash panic or collapse. A cyber financial catastrophe 

could begin in the alteration of digits, this would create the reception of erroneous payments and 

falls of shares value. The financial day would close with inconsistences of important data, such as 

solvency of national banks (The Economist, 2016). If banks, companies and individuals cannot 

longer trust in balance number and therefore in the financial market, the economy will face a 

paralysis, at least temporally. It is not possible to know precisely when the attack begun, when it 

finished nor if it is still within other systems, in addition, the nature of cyberspace makes quite 

complicate to trace culprits. Time is a crucial element in this situation, considering the complexity 

of the system, it would take long to recover order, meanwhile other societal structures are severely 

impacted.  
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The economic losses of financial crisis are enormous and involves tens of different 

elements ranged from insurances to decrease of industrial production. As reported by Lloyd’s 

(2017) “[a] major global cyber-attack has the potential to trigger $53 billion of economic losses, 

roughly the equivalent to a catastrophic natural disaster like 2012’s Superstorm Sandy”. Other 

consequences must be deduced from previous financial crisis, such as increasing unemployment, 

wages cut, decrease of education enrollment, business paralyzed, cancelled bank credits, fiscal 

cutback, higher taxes and finally drastic changes in social environment such as escalation of 

violence, riots and insecurity (The World Bank, 1999). In sum, these are potentially devastating 

outcomes, that threaten modern civilization structures.    

The crossroad of technologies is more evident as time pass, increasing digitalization 

promotes development, while at the same time, proliferate risks. This situation is heightened in 

developed countries, most of their growth is thank to technology implementation; these advantages 

also become hazards.  “The idea that these machines would one day do everything from steal a 

person’s identity to literally become weapons of mass disruption would have scared the wits out 

of our younger selves. The prospect of entering such a dangerous online world likely would have 

reduced us to tears and spurred pleas to our parents not to hit the ‘power button.’” (Singer and 

Friedman, 2014, p.255). In fact, computers have already become weapons of mass disruption, 

which are cheap and easy to acquire. Considering, their use in previous international conflicts such 

as Israel and Iran in 2010 or Russia and Ukraine in 2015, it is a certainty that if the world undertakes 

other international conflict, cyberweapons will be protagonist as preliminary attacks to disrupt 

enemy’s essential structures.  
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3. IS SOCIETAL COLLAPSE A REALISTIC SCENARIO? 

 

Modern societies have drastically prospered by a positive inclusion of technology on 

economic innovations and physical infrastructures, paradoxically, as time passes it has become a 

critical risk for social stability. It can be explained by two main reasons: the growing reliance of 

our critical infrastructures on technological systems and the increasing technological capacity of 

stakeholders to disrupt critical cyber infrastructures. Homer-Dixon explains “… commentators 

have virtually ignored their combined effect [of these two causes]. Together, these two trends 

facilitate a new and sinister kind of mass violence — a ‘complex terrorism’ that threatens modern, 

high-tech societies in the world’s most developed nations.” (2009). The increasing complexity of 

networks and the facility to access malicious technological capacities are within the innate 

characteristics of cyberspace, these vulnerabilities are difficult to manage and therefore the 

structures are permanent wide open to attacks. 

Terrorist organizations, nations and organized crime expand constantly their cyber-

capabilities by acquiring modernized technologies and weapons, promoting the spread if 

information and communication technologies, and creating departments, organizations or research 

groups dedicated on identify enemies’ cyber vulnerabilities and the transforming them in 

opportunities within offensive strategies. (Homer-Dixon, 2009). In addition, different 

developments in the area of automation throughout several areas allows a greater capacity for 

action in this type of groups. For instance, the development of smart cities is becoming necessary, 

more than a luxury, the use of technologies in big cities is a priority for sustainable development, 

citizens’ life quality improvements, and economic growth (Littman, 2017). Cities are growing as 

fast as population does, in 2003 the global population was 6.3 billion and the devices connected to 

internet were 500 million; by 2020 the expectations are 7.5 billion population and 50 billion 

devices interconnected through internet means an approximate of 6.58 devices per person (Evans, 

2011). The increasing interconnectivity allows people, governments and services to interact more 

effective and faster, those who remind ‘offline’ are “… at risk of falling behind” (Littman, 2017). 

Proliferation of actors, devices and structures within cyberspace has become in an unstoppable 

complex system of systems, which in turn is extremely vulnerable.  
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As we have seen throughout this research, cyberattacks are capable to breach such 

complexity and transforming it into a chain of systemic risks. The failure of global systems can be 

triggered by multiple causes, such as inadequate global governance, nuclear weapons or extreme 

climate change, to mention a few. Several years ago, cyberweapons were not a study case for 

global systems collapse, this has been evolving with the intricate reliance of society on technology. 

Today, as the Global Challenges Foundation’s (2015) reports “[t]he possibility of collapse 

becomes more acute when several independent networks depend on each other, as is increasingly 

the case (water supply, transport, fuel and power stations are strongly coupled, for instance). This 

dependence links social and technological systems as well” (p.91).  

The strategic use of the lowest-scale cyber capabilities can become the most destructive 

instrument within a conflict. For instance, the use of encryption, data theft or steganography6 can 

compromise the National security, as in the case of the plan to blow up the U.S. embassy in Paris 

when the attacker gathered all the infrastructure information through cyber surveillance. (Homer-

Dixon, 2009). In fact, if the enemy does not identify a critical center of gravity of unleashed 

cascading failure over essential facilities, the disruption will be minimum, and the society will be 

resilient; “Terrorists must be clever to exploit these weaknesses. They must attack the right nodes 

in the right networks. If they don’t, the damage will remain isolated and the overall network will 

be resilient” (Homer-Dixon, 2009). 

 The threat of cyberattacks for social stability has escalated in the ‘ranking of global risks’ 

from the last century. This position has been well-earned, just in 2016 “…cybercrime cost the 

global economy over $450 billion” (Graham 2017), this is more than the total GDP of small states 

(more than forty countries); it was $431 billion in 2016 (The World Bank). We have been 

witnessing an ongoing increase level of sophistication, scope and strength in cyberattacks, along 

with a variety of new targets and malwares. Insofar cyber-security evolves, the cyber-weapons do 

as well. Clapper (2015) explains, “[d]espite ever-improving network defenses, the diverse 

possibilities available through remote hacking intrusion, supply chain operations to insert 

compromised hardware or software, actions by malicious insiders, and mistakes by system users 

will hold nearly all ICT [Information and Communication Technology] networks and systems at 

                                                           
6 Steganography is a method of hidden information within files to contaminate the software of the receptor. 
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risk for years to come.” (p.2). No matter how big is the budget invested in cybersecurity, systems 

remain unsafe to face, what seems, a permanent and invisible threat.  

 Critical Infrastructures have been constantly main targets in military strategy, these have 

been attacked by air power, tanks or explosives. Today, the means by which they can be attacked 

are more sophisticated and less violent and might have similar disruptive scopes by low-intensity 

actions. As Sir Martin Rees (2003) states “[w]e are entering an era when a single person can, by 

one clandestine act, cause millions of deaths or render a city uninhabitable for years, and when a 

malfunction in cyberspace can cause havoc worldwide to a significant segment of the economy: 

air transport, power generation, or the financial system.” (p.61). For example, the intrusion within 

pipe line industrial control systems could disrupt the energy supply, but most import and 

catastrophic, the alteration of data can drive wide explosive potential to cause harm (Homer-Dixon, 

2009). By doing so, it would be exploiting two critical features of these modern infrastructures: 

The first one is the ability to supply or stem the flow of such resources to the different target 

populations. In the other hand, cyberattacks to this type of systems can lead to hazards, changing 

the nature of the same, to the point of becoming it in a weapon of mass destruction. 

“While the match between theories of cyber-warfare and air power is not precise, a 

comparison of the two is useful. In reaction to the First World War, European strategists 

like Douhet and Trenchard argued that aerial bombing attacks against critical infrastructure 

well behind the front lines would disrupt and cripple an enemies’ capacity to wage war. 

Their theories were put to the test by the U.S. Army and Royal Air Forces during World 

War II in strategic bombing campaigns aimed at destroying electrical power, transportation 

and manufacturing facilities. Much of the first tranche of literature on cyber-attacks 

resembles in many ways (and owes an unspoken debt to) the early literature on strategic 

bombing.” (Lewis, 2002, p.2) 

 Considering that previous attacks have been low-scale, many scholars (Lawson, 2011. 

Yeo., Yu., Greene, 2016. Cavelty, 2007) have entitled of ‘pointless’ the discussion of social 

collapse by cyberattack: “If the mass destruction of entire cities from the air via conventional and 

atomic weapons generally failed to deliver the panic, paralysis, technological and social collapse, 

and loss of will that was intended, it seems unlikely that cyberattack would be able to achieve these 
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results.” (Lawson, 2011, p.21). These arguments are supported by the idea that the empirical 

material is not sufficient to assess this type of threats in the scale of major global system risks.  

According to Lawson (2011), the fear to cyberattacks have been exaggerated by 

hypothetical tales that have promoted an unfocused and mistaken securitization of cyber systems, 

leading to unprotect real targets: “Over the last three decades, cybersecurity proponents have 

presented a shifting and sometimes ambiguous case for what exactly is being threatened, and by 

whom, in and through cyberspace.” (p.11). For Lawson, society has proved an incredibly resilience 

throughout history to natural disasters, nuclear accidents and economic crisis. Hence, for this 

author, the creation of cyber commands in different countries including all the budget invested in 

cybersecurity have been misaddressed. However, is important understand that attacks such as Titan 

Rain (2003) Estonia (2007) and Georgia (2008) among others could have been avoided if the cyber 

threat would have been seriously considered at the beginning of century, other more recent 

cyberattacks were rapidly attended by cyber commands, such as the Iranian denial of services 

attacks on Wall Street in 2012-2013 or Blackenergy and Havex Trojan in 2014 (Defense Science 

Board, 2017) evading worst consequences. 

As stated by Cavelty (2007), the rhetoric also takes a fundamental role in the discussion of 

cyber threat, arguing, that rhetoric, more than real facts, is the cause of securitization process, 

which in turn has been very lucrative for insurance companies and cyber security industries: 

“…[D]espite the persuasiveness of the threat scenarios, cyber-threats have clearly not 

materialized as a ‘real’ national security threat. Moreover, it appears that on the whole, and 

measured in terms of the amount of total internet traffic, our modern, technology-based 

societies function exceptionally well, and the technological environment has been 

surprisingly stable, even though many disruptions with various strengths, be they 

accidental or intentional results of human agency, occur every day […] even though the 

issue of cyber-threats is clearly linked to national security on a rhetorical level, generally, 

no exceptional measures are envisaged that would traditionally fall under the purview of 

the national security apparatus. Therefore, the cyber-threats debate is an example of failed 

securitization” (p. 4 and133). 

In fact, there has been excessive early warning of cyber threats; since 1994 national security 

advisors have foretold a ‘cyber pearl harbor’: “Toffler, warned that terrorists could cyberattack the 



43 
 

World Trade Centre and crash the US economy…. [then] in 1999 … a documentary… warning of 

the possibility of catastrophic cyberattacks [that did not happen by that time] … Others have 

speculated that cyberattacks could be as devastating as the 9/11 terrorist attacks (Martinez, 2012)” 

(as cited in Lawson, Yu, Yeo, Greene, 2016, p.67). It is not surprising that cyberattacks were 

consider overestimated, at that point when the interconnectivity was at its minimum level, there 

was not any possibility for major attacks. By 2017, cyberspace is much more complex, open and 

assailable than before, it is evident in cyber-operations such as Stuxnet 2010, Ukraine 2015 and 

2017 and NHS cyberattack 2017. The scope of simultaneous cyberattacks with potential targets 

cannot be underestimated “…more than 700 security experts have been battling a fictional cyber 

security crisis as part of the EU's biggest defense exercise to date… Experts have warned that 

cyber-attacks on any number of systems, including satellites and nuclear power station, could 

result in a global catastrophe” (Daily Mail, 2016) 

  Certainly, a cyberattack addressed to critical infrastructures, that are not directly connected 

with weapons of mass destruction, will not lead to civilization extinction (or at least there is no    

evidence of it), yet, it will lead to social crisis or temporal collapse. In accordance with Bostrom 

(2002) new risks must be contemplated in order to preserve humankind’s survival, most of them 

have arisen from technological advances, as he explains the “[i]ncreased reliance on complex 

autonomous systems for many essential economic and infrastructural functions may create novel 

kinds of systemic accident risk or present vulnerabilities that could be exploited by hackers or 

cyber-warriors” (Bostrom, 2017, p.3). Still, these threats are not ‘terminal’ or potentially 

annihilative, they are within Bostrom’s categorization of ‘endurable risk’ which “…may cause 

great destruction, but one can either recover from the damage or find ways of coping with the 

fallout.” (2002, p.2). Although the scope of cyberattacks range from individual to global, the 

intensity is still bearable (including data encryption, disruption of systems, or data alteration). So 

far, the consequences have been manageable. 

 However, the impact of these risks is maximized by psychological effects, these might 

severely increase the intensity and scope of cascading failures, in fact “…attacks had a critical 

effect on another kind of network that we’ve created among ourselves: a tightly coupled, very 

unstable, and highly nonlinear psychological network. We’re all nodes in this particular network, 

and the links among us consist of Internet connections, satellite signals, fiber-optic cables, talk 
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radio, and 24-hour television news.” (Homer-Dixon, 2009). The emanation of raw emotions (e.g. 

hatred, panic, fear and disbelief) is a natural human reaction in front of crisis that complicate even 

more to handle complex risks. This becomes itself a cause that drives towards collapse. As Confort 

(2001) explains the origins and effects of crises, the perception of threat is fundamental, in 

particular when it is addressed to core values and life-supply sources; when the attack materializes, 

it determines a phase of change characterized of uncertainty and unstoppable chain reactions in all 

nodes affected by the interconnection with the main target, 

Insofar as the scope, intensity and sophistication of cyberattacks increases as well as the 

identification of modern centers of gravity becomes more acute, the probability of social collapse 

become more realistic and overwhelming, also, the response capacity is itself more limited; “Cyber 

war can create the ability to target and destroy the connectivity between the operations in the field 

and the political control. The application of center of gravity taken in the context of cyber war 

changes the original interpretation of Clausewitz, but the concept still matters. If the center of 

gravity provides for unity within an actor, destroying or degrading unity will limit or in extreme 

cases destroy that actor’s capacity to engage in effective action within the system.” (Greathouse, 

2014, p.30). Certainly, collapse appears when fundamental parts of the system that are vital for 

human survival are threatened or have reached a critical level of damage. An economic global 

collapse, social dysfunctionality, or depletion of vital resources are examples of such treats that 

for Trainer (1988) signify the features of a collapse inevitable when the capacity to prevent or 

minimize consequences is limited or null. 

The multipolar system of 21th century seems more susceptible to technological conflicts, 

all around the world thousands of cyberattacks are carried out daily between states and 

nongovernmental groups. Since all countries see a great opportunity of technology acquisition and 

to go into new battlefields, altering the security elements of a State can easily destabilize its internal 

structure, and would inserted a new logic of conflict where expensive hardware is not always 

needed to create collapse. It is clear that one of the prime objectives of States is survival, and this 

implies the protection of its territory and the stability of its population. In the cyber world, the 

great world powers have set themselves the task of developing both defensive and attack systems 

to prevent any unfortunate scenario that might destabilize integrity of States.  Nevertheless, the 
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incessant ongoing technological development will remain a permanent and evolving danger for 

the 21st century and beyond. 
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CONCLUSION 

 

 This research has explored new challenges that technologies can bring for national 

and international security. Technology has evolved incredibly during the last decades, with new 

approaches to benefit human life such as artificial intelligence, nanotechnology, smart databases 

and advanced industrial control systems. Insofar these structures interweave more with social, 

financial and industrial sectors, the interdependent relation among them becomes more profound 

and irreversible. Reliance on powerful technologies creates profits in daily life and the economy, 

it has facilitated the spread of goods, and services all around the world. However, such a reliance 

has turned into a vulnerability when the openness of networks becomes the door for all type of 

cybercrime including blackmailing, spying, and disruptions of entire systems. 

 It can be concluded that this vulnerability emerges for two main reasons: Firstly, there is a 

growing technological acquisition, in particular, of malicious cyber capabilities, by individuals, 

non-government organizations and nations, which are capable to carry wide disruptions, and large 

damage in critical infrastructures. This scenario is possible due to the easy and cheap access of 

software and hardware. In addition, strategies, malwares, and attacks are more sophisticated and 

acute; the open access to industrial control systems enable a more detailed intelligence gathering 

in order to identify potential and critical targets, which could promote a cascading failure. 

Secondly, the increasing reliance of society on technologies. There has been an evolving process 

of building up societal structures in the pursuit of progress, and innovative scientific and 

information technology development to improve humans’ life quality. At this juncture in history, 

the relation among technologies and society is essential, it became the nervous system of 

productivity, health care, education and distribution of vital sources.  

 For these reason, this study has focused on the vulnerabilities of two particular critical 

infrastructures: energy and financial markets, these are sectors increasingly complex, where more 

units attach evolving. In addition, they are the support for the distribution and operability of other 

essential services for society’s survival such as water, transport, telecommunication, industry and 

the economy. Multiple attacks have evidenced how assailable are these two main sectors (e.g. 

Ukraine 2015, 2017, Stuxnet 2010), and how it has been possible to achieved negative effects over 

societal structures through these cyberattacks. These critical infrastructures are breached through 
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the alteration of information within devices responsible of transmission and storage of sensitive 

data. “…modern, high-tech societies are filled with supercharged devices packed with energy, 

combustibles, and poisons, giving terrorists ample opportunities to divert such non-weapon 

technologies to destructive ends.” (Homer-Dixon, 2009). As technology evolves and more nodes 

are interconnected in the digital networks, the complexity turn into an unstable, unmanageable and 

unpredictable scenario, widely assailable.  

 In agreement with Lawson (2016), it is difficult to state that a major attack can induce the 

entire failure of modern society structures, as the two world wars did. Nevertheless, the scope of 

this research was to evaluate the real and prospective facts to induce the social effects, which can 

be adversely affected by minor cyberattacks, in fact, a major one could drastically disrupt critical 

infrastructures and jeopardize the national defense and security systems driving society on verge 

of collapse. As aforementioned, complexity increased vulnerability, these growing interweaves 

proliferate the spread of crisis by the transfer of negative outcomes through the system. A major 

collapse is the process and end of a major global system breaking down through series of multiple 

catastrophic reactions. For example, the fall of financial markets infrastructures as the main global 

clearinghouses system, or the European, Asian, and North American stock markets, or the 

disruption of the major worldwide electric, oil and gas companies. 

While this scenario is a prospective, it cannot be ignored; the risks that cyber threats have 

brought for States and the international community are clear and potentially grave. It is clear that 

the empowerment of technology in favor of the protection of sovereignty is not well defined, 

because the more defensive and offensive technological developments become, the more States 

become focal points of attacks for other countries, activists and terrorist groups. While countries 

with less cyber development are benefited because they handle simpler systems and do not attract 

the attention of other actors, akin an impassable technological wall. This dilemma is caused the 

creation of massive military and academic studies concerning security, offensive and strategy 

issues. 

 The cascading failure of global systems is more acute today, more systems are becoming 

more intricately connected in the international scene. For this reason, this research has approached 

the current dynamics conflict and securitization. The latter has transformed into a complex 

interdisciplinary system which needs to be reframed to concur with the new threats of 21th century, 
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as Lewis (2002) explains “…detailed examination of some of the scenarios for attacks on critical 

infrastructures helps place cyber-attacks more accurately in a strategic or national security context” 

(p.4).  The persistent examination of international security risks is a priority for academy, which 

has the responsibility to generate new knowledge whether the scenario studied evolves. In this 

case, technology is in constant evolution, improvement, crossing the boundaries of imagination, 

the international policy, and defense departments must accept the risk that these advances bring 

for the sovereignty and international peace prosperity, in order to prevent future global conflicts. 

 Future research on this topic by this author, would approach schemes of cyber-

securitization applicable to private and public sectors with international incidence, in order of 

continue innovating in defense plans, and the maintenance of a peaceful international community. 

Currently, the existence of specialized information sources can be considered limited, which can 

be an obstacle to knowledge. In spite of this, some authors have addressed the issue by allowing 

the successful completion of this research work. It is necessary that this topic assumes greater 

prominence that would lead to a type of work of greater depth, and thus prevent the risks associated 

with different social issues. 
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